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ABSTRACT

Life sciences have entered the era of big data, uncovering the complexity of human biological systems and

advancing precision medicine and scientific wellness. In alignment with the Findable, Accessible,

Interoperable, and Reusable (FAIR) principles, integrating population-level biological data resources from

the academic and industrial sectors can substantially increase the efficiency of data utilization and foster

innovative breakthroughs. Here, we introduce a novel framework for Good Data Governance Practice

(GDGP) coupled with a grading initiative for the life sciences, focusing on traceability and openness. The

GDGP framework systematically defines governance constraints, influencing factors, and functional

capabilities to streamline data governance and management efficiency. This achievement lays the

groundwork for compliant cross-institutional and cross-border data sharing and collaborative processing,

poised to pave the way for standardized, ethical, and scalable data-driven research in precision medicine

and beyond.
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INTRODUCTION

A decade has passed since the introduction of the
Findable, Accessible, Interoperable, and Reusable
(FAIR) principles for scientific data in 2016!!. Since
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then, individual-centric and population-level biological
big data have grown exponentially and become in-
creasingly complex[>3!, The proliferation of data and
its growing complexity present formidable challenges
for data sharing and practical application, particularly
given the notable disparities in the use of global popu-
lation cohort datasets!*). For example, certain datas-
ets, such as the UK Biobank (UKB)®! cohorts, are
widely used, whereas regional cohorts that have re-
quired substantial investments remain underutilized in
research collaborations.

In recent years, numerous data cohorts have
emerged across diverse regions of China. By con-
ducting a comprehensive analysis of several cohort
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datasets and data centers in China, we systemati-
cally identified and summarized the current barriers
impeding dataset sharing, aiming to overcome
these challenges by formulating a comprehensive
data governance framework. This framework is de-
signed
throughout the scientific data lifecycle, standardize
pre-sharing procedures, and empower data users to
efficiently evaluate the suitability of datasets for
their research needs. Ultimately, our framework
aims to bridge the gap between data generation
and its utilization to foster a more collaborative and
efficient data-driven research ecosystem within the
life sciences.

to enhance traceability and openness

COMPLEXITY OF POPULATION-LEVEL
BIOLOGICAL DATA: CHALLENGES AND
OPPORTUNITIES

Cohort studies have emerged as pivotal methodolo-
gies in human health and disease research, with
the population-level biological data they generate
driving a revolution in the life sciences. Individual-
level datasets are expanding exponentially, show-
ing high complexity and heterogeneity. These datas-
ets range from microscale omics (e.g., genomics,
transcriptomics, and proteomics) to macroscale
measurements (e.g., imaging and motor functions)
using diverse measurement methodologies. Such
human-centered biological data present unprec-
edented opportunities for unravelling disease risks,
monitoring health statuses, and advancing person-
alized precision medicine!®,

Large-scale population-level biological datasets
and biobanks, such as the UKB, exemplify the trans-
formative potential of data sharing!”). However, this
extensive data sharing has also revealed the regional
limitations of cohort studies, as environmental, nutri-
tional, and other contextual factors give rise to dis-
tinct biological dataset characteristics and underlying
mechanistic disparities®®!, which raises a critical ques-
tion for researchers: how can high-quality datasets be
identified from an expanding pool of data resources to
conserve valuable scientific capital and ensure robust
research outcomes?

The lifecycle of population-level biological
data—encompassing collection, storage, processing,
transmission, exchange, and application—involves
multidisciplinary stakeholders, spans vast temporal

and geographic scales, and is inherently prone to
multifaceted challenges. Two core issues arise when
leveraging these datasets: first, how the dataset is
generated (traceability), and second, whether users
can access it (openness). Duringcollection and stor-
age, traceability is hampered by insufficient docu-
mentation of methods and varied storage formats,
whereas openness is hindered by data silos, cross-
border transmission difficulties, and limited shared
server resources. In processing, traceability suffers
from the absence of standardized protocols and un-
clear data incorporation guidelines, while openness
is undermined by dataset integration challenges,
communication inconsistency, and a lack of unified
technical processes. During transmission and ex-
change, traceability is compromised by missing vali-
dation standards and potential data alteration risks,
whereas openness is impeded by multiparty sharing
complexities, inadequate deidentification evalua-
tions, security threats, and interface incompatibili-
ties. In the application phase, traceability is weak-
ened by nonstandardized usage procedures and dif-
ficulties in replication, while openness is limited by
compatibility problems, insecure sharing technolo-
gies, and a lack of robust regulatory frameworks to
address ethical, cross-border, and accountability
concerns.

Multicenter data sharing entails high requirements

In life science research, two prevailing paradigms un-
derpin data-sharing architectures: centralized and
federated models!'®l, In the centralized model, data
are aggregated into a single central repository re-
sponsible for curating and disseminating data to au-
thorized users in a controlled manner. In contrast,
with technological advancements, the federated ap-
proach has emerged as a complementary framework
that enables data producers to retain sovereignty
while sharing partial or full datasets in response to
user demand.

Within the expansive context of human population-
level biological datasets, operationalizing the FAIR prin-
ciples for data management, sharing, and reuse still
faces numerous challengest!l. Divergent system archi-
tectures, data formats, standards, and cybersecurity
protocols across data centers, hospitals, and research in-
stitutions have erected significant barriers to multicenter
data interoperability. Key requirements include unified
resource identification and precise annotation of the
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myriad human phenotypic traits. Robust governance
frameworks are also essential for managing data usage
licences, access agreements, and sensitive informa-
tiont213), Extracting actionable insights from heteroge-
neous datasets and enabling cross-system integration
also pose critical bottlenecks to interoperability. In addi-
tion, code reusability depends heavily on the computa-
tional environment and software versions.

Notable disparities persist in how population-
level biological datasets are used across regional data
centers, in both academic and industrial settings.
While well-known open cohorts, such as the UKB,
have been used extensively, many cohort datasets re-
main restricted to internal access within the originat-
ing institutions. A primary driver of this substantial
disparity is the lack of efficient mechanisms for data
users to evaluate dataset suitability. Potential users of-

ten face substantial upfront costs in time and effort to
verify data definitions, security compliance, and adher-
ence to standardized operating procedures (SOPs)
during the generation and processing of data. These
factors inherently discourage the adoption of estab-
lished datasets!**.

To address these systemic challenges, we pro-
pose the Good Data Governance Practice (GDGP)
framework coupled with a grading initiative for
population-level biological datasets (Table 1). This
approach
thereby increasing data quality and governance effi-
data
producers, data centers, and users can rapidly con-

enhances traceability and openness,

ciency. By assigning standardized grades,

textualize dataset attributes, facilitating more effec-
tive utilization of population-level biological data

at scale.

Table 1. GDGP evaluation framework for shareable datasets based on the data lifecycle in the life sciences

Data lifecycle Traceability

Openness

o Integrity, fidelity, and originality of

data records
. e Quality, availability, and compli-
Collection and storage .
ance of collection methods
o Efficiency and interoperability of
data storage

e Completeness and influence of

processing standards (output qual-

ity and efficiency)
e Compliance, credibility, and utility
Processing evaluation of data warehousing
e Precision of sub-dataset extraction

standard definitions and rules

e Accuracy, reliability, scientific valid-

ity, and implementation effective-
ness of measurement standards
¢ Rationality and execution effi-
ciency of the data validation
mechanism design
Transmission and ex- o . .
o Fidelity, integrity, and consistency
change .
of data content and semantics are
maintained throughout the data
transfer process
e Standardized development proce-
dures for dataset scenarios
o e Reproducibility and verifiability of
Application .
dataset scenarios
e Accuracy and reliability of applica-

tion outcomes

¢ Support for distributed computing and multi-node collaboration
¢ Capability for secure cross-border data transmission
e Provision of highly available computational resources
¢ Use of technologies ensuring data persistence and compliance

* Consistency, timeliness, stability, and reliable transmission
are maintained throughout data communication processes
e Efficiency and effectiveness evaluation of data organization,

classification, and annotation

e Supports multi-party protocol data exchange technology
e Employs effective de-identification technology

e Features end-to-end security protection technology

e Possesses a comprehensive automated toolchain

¢ Unified interfaces compatible with multi-center systems

e Openness and compatibility of application outcomes

e Secure sharing technology covering multiple application types

e Compliance with data regulations and ethical requirements

e Anti-data abuse technologies and a clear accountability
mechanism
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GDGP FRAMEWORK AND GRADING
INITIATIVE

Natural population cohorts, specialized patient co-
horts, and laboratory studies have generated vast data-
sets worldwide. However, technical constraints, inter-
laboratory variability, and divergent scientific perspec-
tives have often sparked debates over labeling the qual-
ity of datasets as "good" or "bad"l**. The GDGP frame-

Framework

Traceability+openness

work introduces an innovative governance philosophy—
datasets generated under compliant measurement proto-
cols are not inherently categorized as "good" or "bad."
Instead, context-specific data governance uses stan-
dardized workflows to ensure fit-for-purpose data acqui-
sition. Furthermore, the GDGP framework establishes a
population-level biological dataset grading initiative that
systematically classifies all datasets along two core di-
mensions: traceability and openness (Fig. 1).

Grading initiative

Definition
Principle 1:

Traceability

Standards and traceability system

Data generation: SOPs

Metadata

Data processing: SOPs

Security and compliance

Principle 2:

Findable
Openness

Accessible

Data usage

Interoperable

Reusable

Figure 1. GDGP framework and grading initiative.

The GDGP framework and grading initiative emphasize traceability and openness in its design. Level 1 defines the minimum requirements.
Level 2 and above support academic applications, while Level 4 enables direct industrial utilization.

The GDGP framework comprises four levels, each
with two sublevels, denoted by "+" and "++" for en-
hanced granularity. Level 1 requires basic compliance:
clear data definition, security compliance, and discover-
ability. Level 2 includes SOPs for data production and
processing to ensure accessibility. Levels 3 and 4 intro-
duce stricter requirements, including standardization,
traceability, interoperability, and reusability, which are
also critical for translational research (Fig. 2). Datasets
meeting Levels 3 and 4 criteria represent the best prac-
tice for bridging the gap between academic research
and industrial application. Level 4 must satisfy industry
standards and demonstrate complete adaptability to in-
dustrial scenarios.

Under the GDGP classification framework, data

producers and repositories can enhance management
efficiency, optimize data value, implement tiered secu-
rity measures tailored to dataset levels, and eliminate
redundant filtering for data users, thereby enabling
fast and precise dataset retrieval, reducing compli-
ance risks, and ensuring adaptability within research
and industrial applications.

Capability units required for the GDGP framework

The GDGP framework establishes the granular capabil-
ity requirements for data governance. We have delin-
eated the essential capability units necessary to
achieve GDGP compliance. Data producers or data
centers can operationalize these capabilities in various
operational scenarios via personnel allocation, soft-
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Figure 2. Translational research in a GDGP grading perspective.
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The GDGP grading intuitively classifies population-level biological datasets through standardization in data provenance. The distinction be-
tween Level 3 (L3) and Level 4 (L4) datasets is determined by the adoption of industrial standards. This approach also promotes the transi-

tion of academic data into industrial applications.

ware tools, or Al-driven solutions. Moreover, these ca-
pability units are designed for adaptability, allowing
customization to align with specific operational con-
texts. Simultaneously, implementation requires a clear
security and ethical framework.

Classification and grading evaluation

This component involves identifying sensitive data
through keyword libraries, regular expressions, machine
learning algorithms, and dataset grading (GDGP Levels
1-4) on the basis of data attributes and aligned busi-
ness requirements.

Storage and management

This ensures data security and availability, including
designing storage architectures to support efficient
data storage and querying, storing data in different
storage zones according to the data classification lev-
els to isolate data, encrypting sensitive data storage
for data security, and performing regular data back-
ups with recovery capabilities to ensure availability.

Access control and governance

This component maintains data security and compli-
ance by establishing role- and classification-based ac-
cess permissions, implementing granular controls with
support for role- and attribute-based access control,
and applying dynamic data masking during access
based on user privileges and data sensitivity levels.

Monitoring and auditing

This component enables real-time tracking of data ac-
cess activities and anomaly detection through continu-
ous monitoring of data access and usage patterns to

identify anomalies, triggering risk alerts on the basis of
detected abnormal behaviors, and generating audit logs
and reports that document all access and usage events.

Traceability and sharing

This component ensures that data sharing aligns with
the GDGP grading requirements by enabling user-
configurable compliance policies (data usage rules, ac-
cess restrictions, etc.), dynamically updating systems to
align with evolving regulatory standards and corporate
policies, conducting periodic compliance audits on data
usage, and generating verifiable compliance reports.

Validation of the GDGP framework

The GDGP framework and grading initiative were con-
ceived and developed in response to the pressing needs
of China's scientific and industrial ecosystems. The GDGP
framework addresses universal bottlenecks in life science
data sharing, which must be overcome to realize the
FAIR principles for population-level biological data.

During the development of the GDGP framework,
the design team collaborated with China's national
population-level biological data centers and validated the
feasibility of the framework through data-sharing prac-
tices in multiple cohorts. The empirical results demon-
strated that most cohort datasets achieved GDGP Level
2 compliance or higher, providing robust evidence of the
framework's theoretical guidance and practical utility in
population-level biological data governance. Level 2-com-
pliant data centers or datasets include detailed research
topics, spatiotemporal coverage for traceability, refer-
ence data collection standards, and document support-
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ing software with installation packages and manuals.
With respect to openness, appropriate anonymization
techniques ensure data security, whereas well-defined di-
rectory structures, dataset compositions (e.g., data files,
support documents; tabular data must list all the fields),
naming conventions, security policies, and thoroughly
documented data operation logs for recording source
data, transformation rules, and results facilitate effective
dataset circulation.

FUTURE DIRECTIONS

Through our systematic investigation, we identified
three strategic pathways that drive the sustainable
evolution of the GDGP framework and maximize its
scientific impact in data-sharing ecosystems:

Establishing a unified data representation for population-level biologi-
cal data

This pathway involves constructing a unified data
framework across three interdependent dimensions:
terminology systems, hierarchical data structures, and
multisource data integration. Population-level biologi-
cal data should be organized according to a multi-
level architecture (molecular, cellular, tissue, indi-
vidual, and population), with granular metadata stan-
dards defined for each level. Furthermore, the frame-
work should support rapid terminology updates to
adapt to the accelerating pace of big-data- and AI-
driven research.

Accelerating the development of national and consortium-based stan-
dards

Building on existing national data governance frame-
works, we advocate the establishment of consortium-
led standards to enhance the interoperability and
cross-institutional sharing of population-level biologi-
cal data. These standards should integrate cutting-
edge international best practices to address technical
and governance challenges in data harmonization.

Exploring incentives and protection policies for data contributors

To overcome barriers to data sharing, we recommend
enhancing the academic recognition of data contribu-
tors through publication mechanisms, allowing re-
search projects to include data-sharing costs, and
clearly defining the scope of non-sharable data to re-
duce compliance risks for data contributors.

CONCLUSIONS

With continuous technological advancements—par-
ticularly in AI-driven methodologies—the volume of
life science data has grown exponentially, underscor-
ing its increasing importance in unravelling human
health dynamics and disease mechanisms. Our pres-
ent study explored how population-level biological
data, as quintessential life science datasets, can
achieve the FAIR principles to maximize data utility.
Through comprehensive surveys of data producers,
centers, and users, we identified persistent barriers
to sharing existing population-level biological data
in China, demonstrating that enhancing dataset
traceability and openness is pivotal for improving
data usability.

To address these challenges, we introduced the
GDGP framework and its accompanying grading initia-
tive, defining five core capability units to enhance the
governance capabilities for population-level biological
data while using a standardized grading system to en-
sure the rapid assessment of the fitness-for-purpose
of datasets, thereby accelerating data circulation
across research and industrial ecosystems.

The GDGP framework has been rigorously vali-
dated in China's national data centers and multiple
large-scale cohort studies, empirically confirming its
theoretical guidance and practical efficacy. The sus-
tained implementation of the GDGP framework and
targeted technological research and development fo-
cused on its capability units ensure that the current
complex population-level biological datasets can ad-
here to the FAIR principles, thereby expediting seam-
less data sharing and unlocking unprecedented scien-
tific and industrial potential.
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